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Legal Disclaimer Notice

TECHNICAL AND RELIABILITY DATA FOR RASPBERRY PI PRODUCTS (INCLUDING DATASHEETS) AS MODIFIED FROM
TIME TO TIME ("RESOURCES") ARE PROVIDED BY RASPBERRY PI LTD ("RPL") "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW IN NO
EVENT SHALL RPL BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THE RESOURCES, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

RPL reserves the right to make any enhancements, improvements, corrections or any other modifications to the
RESOURCES or any products described in them at any time and without further notice.

The RESOURCES are intended for skilled users with suitable levels of design knowledge. Users are solely responsible for
their selection and use of the RESOURCES and any application of the products described in them. User agrees to
indemnify and hold RPL harmless against all liabilities, costs, damages or other losses arising out of their use of the
RESOURCES.

RPL grants users permission to use the RESOURCES solely in conjunction with the Raspberry Pi products. All other use of
the RESOURCES is prohibited. No licence is granted to any other RPL or other third party intellectual property right.

HIGH RISK ACTIVITIES. Raspberry Pi products are not designed, manufactured or intended for use in hazardous
environments requiring fail safe performance, such as in the operation of nuclear facilities, aircraft navigation or
communication systems, air traffic control, weapons systems or safety-critical applications (including life support
systems and other medical devices), in which the failure of the products could lead directly to death, personal injury or
severe physical or environmental damage (“High Risk Activities”). RPL specifically disclaims any express or implied
warranty of fitness for High Risk Activities and accepts no liability for use or inclusions of Raspberry Pi products in High
Risk Activities.

Raspberry Pi products are provided subject to RPL's Standard Terms. RPL's provision of the RESOURCES does not
expand or otherwise modify RPL's Standard Terms including but not limited to the disclaimers and warranties expressed
in them.
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Introduction

The Raspberry Pi Compute Module 4 (CM 4) is available in a number of different hardware configurations. Sometimes it
may be necessary to disable some of these features when they are not required. For example, if a particular configuration
of the module is not available, you may have been supplied with one with extra features that must be disabled for your use
case.

Disabling features also results in power saving, which can be important when CM 4 devices are used in battery
environments or similar.

At the time of writing the Raspberry Pi CM 4 is available with or without wireless/Bluetooth; with 1, 2, 4, or 8GB of random-
access memory (RAM); and with 0, 8, 16, or 32GB of on-board embedded Multi-Media Card (eMMC) flash storage, which
means there are a total of 32 different combinations available.

This document describes how to disable various hardware interfaces, in both hardware and software, and how to reduce
the amount of memory used by the Linux operating system (OS).

Usage chart

This chart shows which variants can be used to replace other variants using the appropriate modifications as described
below. To read the chart, select the device you have from the top axis, and read down to determine which other devices
this one can replace.

O NoTE

It is not possible to use a Raspberry Pi CM 4 with eMMC on a carrier that is designed for use with off-board eMMC or a

Secure Digital (SD) card. This is because the SD input/output pins used to connect to any SD card slot are used to

connect the on-board eMMC.

CM4 variant 1GB 2GB 4GB 8GB 1GB+WLAN | 2GB+WLAN | 4GB+WLAN | 8GB+WLAN
1GB * * * * * * * *
2GB * * * * * *
4GB * * * *
8GB * N

1GB+WLAN * * * *

2GB+WLAN * * *

4GB+WLAN * *

8GB+WLAN *

]
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Configuration

Disabling wireless and Bluetooth

Disabling at the hardware level

If you are developing your own Raspberry Pi CM 4 carrier board then this configuration can be done at the hardware level
by pulling certain pins to ground. This is the best approach, and also allows for switching the devices on and off via a
mechanical switch, e.g. a key switch.

Full details of all the pins can be found in Chapter 4 of the Raspberry Pi CM 4 datasheet, but in brief:

Pin Signal Description

89 WL_nDisable Can be left floating; if driven low the wireless interface will be disabled.
Internally pulled up via 1.8K to CM4_3.3V

91 BT_nDisable Can be left floating; if driven low the Bluetooth interface will be disabled.
Internally pulled up via 1.8K to CM4_3.3V

O NoTE

Disabling the wireless and Bluetooth interfaces will save a small amount of power, so can be useful in low-power
situations.

Disabling using software overlays

You can also disable the wireless and Bluetooth interfaces at the software level. There are number of options here.

There are two device tree overlays that control Bluetooth and wireless. These are documented in full in the
/boot/overlays/README file on any Raspberry Pi, but the important information is reproduced here. Add the appropriate
dtoverlay options to the config.txt file in the boot folder.

Name config.txt Description
disable-wifi dtoverlay=disable-wifi Disable on-board wireless on Raspberry Pi 3B, 3B+, 3A+, 4B, Zero W,
and CM 4
disable-bt dtoverlay=disable-bt Disable on-board Bluetooth on Raspberry Pi 3B, 3B+, 3A+, 4B,
Zero W, and CM 4

Extra security for disabling in software

Although the wireless or Bluetooth interface will be turned off on boot when using the device tree overlay mechanism, in
some circumstances, with the right access to the device (e.g. root access), it would be possible to turn these back on
again.

One robust way to prevent any use of the wireless and Bluetooth interfaces is to remove from the system the firmware
that is loaded to the wireless/Bluetooth combo chip. Without this firmware, the wireless and Bluetooth interfaces are
entirely unable to start up.

The firmware for the Raspberry Pi CM 4 can be found in /1ib/firmware/brem/bremfmac43455-sdio. Simply deleting this
file will prevent the wireless/Bluetooth chip from starting up.

]
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Reducing the memory available to the 0OS

Although unlikely, there may be situations where you need to reduce the amount of RAM available to the OS, i.e. to make a
4GB device look like a TGB device. This can be done by altering the Linux command line as follows:

e Edit the emdline.txt file in the boot folder with an appropriate text editor
e Add mem=nn[KMG] to the end of the command line, where K=kilobytes, M=megabytes, and G=gigabytes
So, to set the maximum amount of memory available to the Linux kernel to 1GB, add mem=16 to the command line.

O NoTE

The kernel requires the command line to be one single line of text, so ensure you do not inadvertently add any carriage
returns.

Disabling the High-Definition Multimedia Interface (HDMI)

Although the CM 4's power requirements are automatically reduced by simply not having anything attached to the HDMI
ports, a very small additional saving can be made by ensuring that the HDMI PHY (physical layer) is not turned on.

Add the following to the config. txt file: hdmi_blanking=2

O NoOTE

This option is only available when using the legacy or FKMS graphics stack. It is not available when using the KMS
graphics driver.

Disabling the Universal Serial Bus (USB) interface

Depending on the software version, the USB interface can be enabled or disabled by default. To force the USB interface to
off, add the following to the config.txt file: otg_mode=0

]
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